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Bamwa Jlyka, maj 2024. ronune



Ha ocnoBy unana 42. craB 3. 3akoHa O 3ApPaBCTBEHOj JOKYMEHTALMjU M €BHJCHIIMjaMa
y obnactu 31paBctBa (,,Ciyx0enn rimacauk Pemmyonmke Cpricke®, 6poj 57/22), y3 CarmacHocT

MUHUCTpPA 3]I[paBjba U COILMjAITHE 3AIITUTE, OpOj: ----------------- OJf ----------------- . TOJIUHE,
Yopasau on6op Ponaa 3apaBcTBEHOr ocurypama PenmyOnuke Cpricke, Ha ------------------
CJETHUIIHA OJIPIKAHO] ------=--==-==--=---= 2024. ronuHe, TOHOC U

NPABUJJHHUK

O HAYUHY IPUCTYIIA 1 PASMJEHHU ITIOJATAKA CA UHTET'PUCAHUM
31IPABCTBEHUM HH®OPMAIIMOHUM CUCTEMOM

Unadg 1.

OBUM MNpPaBUJIHUKOM HPONUCY]y CE€ HAuuH IPHUCTYIa, YCIOBH 3a pa3MjeHy IoJaTaka,
CETOBM NOJaTaka M HHUXOB (OopMar, HAuMH KOMYHHKaluje, Mjepe 0e30jelHOCTH U Ipyru
YCIIOBU O]l 3Hayaja 3a (yHKIMOHHUCAHE EJIEKTPOHCKE pa3MjeHe nojaraka ca MHrerpucanum
31IpaBCTBEHUM HH(pOopMaMOHNM cucteMoM (y pasbeM tekcry: U3UC).

Yau 2.

[Nojenuan M3pas3m KOju ce KOPUCTE Y OBOM IIPABUIITHHUKY UMajy ciberiehe 3Haueme:

1) Be0 cepBuc - MeTo/1a pa3MjeHe moaaraka u3mel)y nHpopMaoHuX cCUcTeMa ITyTeM HHTePHETa,

2) IP anpeca (engl. Internet Protocol address) - jenuncTBeHHM OpOj KOjU ce AOAjeJbyje CBAKOM
ypebajy,

3) Site to Site - HauKH MOBe3MBaKa JBHjC (MM BUILC) PA3TMYMTUX MPEXKa ITyTEM jeJHOT TyHea,

4) TPSec (enri. Internet Protocol Security) - mporoko:n 3a ycrocraBibame 6e30jeHe KOHEKIIHje
n3mely nHpopmanoHnx cuctema Ha 6a3u MHTEPHET MPOTOKOJIIA,

5) VPN koniuenTparop - ypehaj koju uMa MOryhHOCT Kpenpama, yrpapibamba i KOMYHHKAIH]e
npeko Bume VPN tyHena, u

6) LAN (enrn. Local Area Network) - ckyn pauyHapa Koju Cy MOBE3aHH y jeHY pauyHapCKy
MpEeXKy Ha PeaTUBHO MAJIOM MPOCTOPY, Kao IITO Cy KaHIleJIapHja, BUILE KaHIIEIApHja WU
3rpaja.

Yiam 3.

(1) Mopmaumma koju ce Bome y M3UC-y Moke ce HpUCTyNmaTd MyTeM arJIuKaiuja
Hentpannor amnukatuBHor cucrema M3UC-a umm nyrem BeO cepBuca lLleHTpanHor
unTerpanuonor cucrema U3MC-a.

(2) Unrerpaunja ca U3NC-om nyrem armuukanuja LleHTpanHOT anjaMKaTUBHOT CUCTEMa
N3NC-a mnpencraB/ba CUCTEMCKO pjelllee 3a 3JIpaBCTBEHY YCTAHOBY KOja KOPUCTH
armukaiyje U3MC-a.

(3) Unuterpamnuja ca U3MC-om mytem Beb cepBrca L{eHTpasHOr HHTErPAIHOHOT CHCTEMA
N3 C-a npeacraBba CUCTEMCKO PjeLICHE 32 3APAaBCTBEHY YCTAHOBY WIIM JPYTO MPABHO JIUIIE
KOj€, Y CKJIaay ca BaxehuM Mpomucuma, opei OCHOBHE J[jeTaTHOCTU 00aBJba U 3JIPABCTBEHY
njenaTHOCT (y JajbeM TEKCTY: 3/IpaBCTBEHA YCTAHOBA M JAPYro MPaBHO JIMIE), KOja 3aapikKaBa
BJIACTUTU MH(OPMALIMOHU CHCTEM.



Yiau 4.

(1) ®onn 3mpaBcTBeHOr ocurypama PemyOmuke Cprcke (y aasbeM Tekcty: Domn)
oMoryhaBa HecMeTaH TPUCTYII, IPEHOC U pa3MjeHy MoJaTaka ca 3[paBCTBEHOM YCTaHOBOM U
JAPYTUM TIPABHUM JIMIIEM KOja je MCIyHHJIA MPOLEAYPATHE U TEXHUYKE YCIIOBE 3a MPHUCTYII,
MIPEHOC U pa3MjeHy MoJaTaKa.

(2) ®onp npomucyje 06e30jeIHOCHO - TEXHUYKA [TPAaBUJIa 3alITHTE U pa3MjeHe MmojaTaKa
KOja 3/IpaBCTBEHA YCTaHOBA U JIPYTO MPABHO JIMIIE MOpa Jia UCITyHH NPUje HEero IITO J00Hje
MoryhHOCT npucTyna, npeHoca u pa3mjene nojaraka ca U3MC-om.

(3) TexHUUYKH YCIOBH M 00pacIiy 32 KOMYHHKAIIMOHO yBe3uBame ca U3 C-oM 06jaBibyjy
ce W aXypupajy Ha uHTepHeT ctpanuiu donna.

(4) Omucu moTpeOHMX CeTOoBa MOjJaTaKka Kao W HHCTPYKIMjE 3a pa3MjeHy Iojaraka
00jaBJbyjy ce U aXypHpajy Ha uHTepHEeT cTpanui Ooupaa.

Yau 5.

(1) ®onn nyrem armkanuja Lenrpansor ammukaruBHor cuctema M3MC-a omoryhasa
IPUCTYIL:
1) arummkanujama moacucreMa 3a aamuauctpanujy U3MC-a,
2) annMKanyjama noJicucreMa puMapHe 3/{paBCTBEHE 3allTUTE,
3) arumMKarujama rmoJACUcTeMa CICIHjaTMCTHYKO - KOHCYJITATUBHE 3/IPaBCTBEHE 3aIITHUTE,
4) arunkanyjama 00JHUYKO-KIMHUYKOT MOJICUCTEMA,
5) jenunctBeHuM peructpuma y U3UC-y,
6) mozicucTEeMy EJIEKTPOHCKOT 3PaBCTBEHOI KapTOHA MAIHjeHTa,
7) mojcucTeMy €JIeKTPOHCKHX pelienara, u
8) mozcucTeMy eIEeKTPOHCKUX YITyTHHIIA.

(2) Arunkanuje, perucTpy U MOACHCTEMH M3 CTaBa 1. OBOT WjaHa KOPUCTE CE€ Kao ajar
3a caKyIubame M 00pady mojaTaka, Te Bohermbe MeAUINHCKE JOKYMEHTAIMje Yy eeKTPOHCKOM
00JuKY.

(3) ®onn 06e36jehyje cTaHU NPUCTYI alUIMKAlMjaMa, MEXaHU3Me 3allTUTe NoJaTaka u
ayTOMaTH30BaHy 00pajy rmojaTaka.

(4) puctyn amnukanujama [earpannor amnukarueror cucremMa 3MC-a octBapyje ce
CHTYPHOM BE30M BHUPTYeEJIHE TPUBATHE MPEXeE IyTeM HHTepHeTa, Ha 6a3u [PSec site-to-site.

(5) ®onn o6e36jehyje jenny jaBuy IP aapecy um 6e30jeman mpuctyn M3UC-y 3a
3IpaBCTBEHY YCTaHOBY KoOja Ha CBOjOj Jokaiuju o0e3bjehyje cratuuxy jaBHy IP aapecy u
Apyre NoTpedHe TeXHUUKe mpeaycinoBe 3a 6e36jenan npuctyn U3UC-y.

(6) Ha 3axTjeB 3mpaBcTBeHe ycTanoBe, DOH 3[paBCTBEHOM PAIHUKY H3Jaje cepTuduKaT
3a IPUCTYII CUCTEMY U JI0CTaBJba eNIEKTPOHCKY KapTHUILy 3/IpaBCTBEHOT Pa/IHUKA.

Yjiau 6.

(1) ®onn myrem BeO cepBuca LlenTpannor unrerpamuonor cucrema M3MC-a omoryhasa
MPUCTYIL:
1) jeaurctBenum peructpuma 'y U3NUC-y,
2) moacucTeMy eNeKTPOHCKOT 37paBCTBEHOT KapTOHA IMAI1jeHTa,
3) moacucTeMy eNeKTPOHCKHX perenara,
4) noacucTeMy €IeKTPOHCKUX YIYTHHIIA, U
5) moacucTeMy 3a eNeKTPOHCKY pa3MjeHy HEMEIUIIMHCKUX MoaTaKa.
(2) Peructpu u moacucTeMu U3 cTaBa l. OBOT UjlaHa KOPHCTE CE KAo ajaT 3a CaKyIJbame
1 00pajy mojaTaka, Te BOhemhe MeIUIIMHCKE JOKYMEHTAIH]e Y eIEKTPOHCKOM OOJIHKY.



(3) ®onp 06e30jehyje cramuu mpucTyn BeO cepBUCUMA, MEXaHU3ME 3aITUTE TOJaTaKa U
ayTOMaTH30BaHy 00pajy MmojaTaka.

(4) Ipuctyn BeO cepBucHMMa W3 CTaBa 1. OBOT ujaHa OCTBapyje CE CUTYPHOM BE30M
BUPTYEJIHE MPUBATHE MPEKE MyTeM HHTepHeTa, Ha 6a3u [PSec site-to-site.

(5) Dona o6e30jehyje jemny jaBuy IP ampecy u 06e3bjeman mpuctyn M3UC-y 3a
3IpaBCTBEHY YCTAHOBY W JIPYro IPaBHO JIMIIE KOjU HA CBOjOj JOKAIMjU WM Ha JIOKAIHjU
JaBaolia yciayre TeXHUUKe moapiike 06e30jehyje cratuuky jaBHy IP anpecy u apyre norpedne
TeXHUYKE NpeaycioBe 3a 6e30jenan nmpuctyn U3UC-y.

Yrau 7.

(1) UaTerpanuja ca U3NC-om Bpiu ce Ha OCHOBY 3axTjeBa 3a uHterpamujy ca U3NC-om
KOjH 3/IpaBCTBEHA YCTAaHOBA H/HMJIH JIPYTO MPaBHO JIMIE MoaHOCH DOoHY.

(2) Hurerpammja ca M3MC-om oO0yxBaTa KOMYHHMKAIIHOHO YBE3HMBAI-€ JIOKAIHja
3/IpaBCTBEHE YCTAHOBE W/MJIM JPYrOor IPaBHOT JIMIA, ONpEMamke YUTauuMa KapTHIa U
TecTupame U Bepudukanujy pazmjene nogaraka usmehy U3MC-a u undopmannonor cucrema
3/IpaBCTBEHE YCTAHOBE W/WIJIM JAPYTOT MPABHOT JIUIIA.

(3) Tectupame u BepudHKaluja 0CIOCOOHEHOCTH EKCTEPHUX HH(DOPMALMOHUX CHCTEMA
3a uHTerpauujy ca M3UC-om ce Bpmm kKopumhemeM TecToBa INpoBjepe (yHKIMOHATHE
ycki1al)eHOCTH M TAaYHOCTH pa3MjeHe Mo/iaTaKa.

(4) Tectupame u BepuduKanuja U3 craBa 2. OBOT WiaHa 00yXBaTa MOJaTKe O: IMOCjeTH,
MEIUIUHCKOM Ca)KETKY MallMjeHTa, XOCIUTAIU3AIH]H (OTIYCHO IMUCMO), YITyTHHIIU JTOKTOPY
CICIMjaJICTH, Haja3y (OAroBOp Ha eYIYTHHILY), pelenTy, U3JaBamy JHjeKa (OAroBOp Ha
ePertenit) u ymyTHUIIM 32 OOJTHUYKO JIHjCUCHHE.

(5) Hakon ycmjemHo 3aBpiieHOT TecTHpama U Bepudukanuje, usmely Donma wu
3IIPaBCTBEHE YCTAHOBE WJIM JAPYror IMPABHOT JIMIA 3aKJbydyje C€ CIopasyM y3 pa3MjeHy
JOKyMEeHaTa KOju TOTBphyjy mNpuxBaTame Mpolenypa M MoJaTaka O KOMYHHKAIIMOHUM
napameTpuma 3a uHTerpauujy ca MU31UC-om.

(6) TecroBe 3a mpoBjepy 1 BepupUKALIH]y OCITOCOO/LEHOCTH EKCTEPHUX HH(DOPMAITHOHUX
cuctema 3a unterpamnujy ca U3MC-om u3 craBa 3. oBor uiana npomnucuje OoH.

Yiax K.

HaxoH 3aksbyunBama cropazyma U3 4jaHa /. cTaB 5. OBOT IpaBWiHHMKa, POHJ BpIIN
€BUICHTHPAIHE:

1) 3apaBCcTBEHE yCTAHOBE HIIH APYTOT MPABHOT JIKIA y jenuHcTBeHH peructap y U3NUC-y
Kako 0u ce 100Mo JeIMHCTBEHU UIEHTU(UKATOP 32 pa3MjeHy 10j1aTaka, u

2) 30paBCTBEHUX pajHUKa y jemuHcTBeHH peructap y M3UC-y kako Ou ce m00M0
JEIUHCTBEHU HJIEHTU(UKATOP 3/PaBCTBEHOr PaJHUKA HAa OCHOBY KOjer C€ MCTH HCIPaBHO
uaeHtudukyje Ha Husoy M3UC-a.

Yran 9.

3axtjeB 3a uHTerpanujy ca M3MC-om u3 wiana 7. craB 1. OBOT MpaBWJIHUKA U OCTaJH
oOpacui KOju ce KOpHCTe y Tpolleaypama oMmoryhaBama NpHUCTyMa, MPEHOCA U pa3MjeHE
nogartaka mytem armkanuja LlentpanHor ammkatuBHOr cucremMa M3MC-a m mytem BeO
cepBuca llentpannor uuTerpamuonor cucrema M3MC-a o6jaBibyjy ce M axypupajy Ha
nHTepHeT cTpanuiy OoHpa.



Ynan 10.

(1) ®onpg y cBojuM MOCIOBHUM MpocTopujama 06e30jehyje VPN koHIEeHTpaTop KOju
MPECTaBIba MOCIE/bY TaUuKy aMHHHUCTpaIje o ctpane DoHpa.

(2) 3npaBcTBeHa ycTaHOBa W/HIIM JPYro MPaBHO JIUIC HAa CBOjoOj JIoKauju o0e30jehyje
0e30jeHOCT, aJIMUHUCTPALAjy WU OJpXKaBamkbe KOMIUICTHE OIpeMe, JIOKAJTHE padyyHapcKe
MpeXe 1 MHTEPHET JIMHKOBA KOjU Ce He KopHUcTe 3a KomyHHKarujy ca U3 C-om.

(3) daBanar yciryre TeXHUYKE MOJIPIIKE 3[PABCTBEHO] YCTAHOBH W/WJIH JPYTOM IIPABHOM
JTUIly, Ha CBOjOj JoKanuju o00e30jehyje Oe30jemHoct, agMUHUCTpAIM]y U OJIPKaBaHkE
KOMILIETHE OTpeMe, JIOKaJTHE pauyyHapCKe MPEKe U HHTEPHET JIMHKOBA KOjU CE HE KOPUCTE 32
komyHukaiujy ca U3MC-om.

(4) Y wmwsy mnosehama eduKacHOCTH, (PYHKIHOHAIHOCTH, PACHOJIOXKHBOCTH H
0€30jeJHOCTH I[jEJIOKYITHOT CHCTEMa MOXKE C€ M3BPUIMTH H3MjeHa MPUCTYIHE TayKe Yy
HajexkHoctn DoHzma o dYeMy ce 3ApaBCTBEHAa YCTAaHOBAa W/WIM JIPYTO TIPAaBHO JIMIIC
obasjemraBa 30 naHa paHuje.

Yman 11.

(1) ®onn, 3apaBCcTBEHA YCTAaHOBA W/WM JPYro TpaBHO Juie oxapelyjy oaroBopHa
TEXHUYKA JIMIA - aIMHHUCTPATOPE Ca HajMame 3aBPIICHUM IMPBUM I[MKIYCOM CTY/IH]ja
oarosapajyher TeXHHUKOT cMjepa KOju Cy OATOBOPHHM 3a peaiu3ally]jy MPUCTYIa U yIPaB/babe
MPUCTYTIOM.

(2) OnroBopHa TeXHHYKA JIMIIA U3 CTaBa 1. OBOT WiaHa MMOTIHCY]Y M3jaBy Ja Cy yIIO3HATH
ca obaBe3aMa M OJTOBOPHOCTHMA y BE3W Ca 3aKOHHTHUM IPUCTYMAKEM JIMYHUM MOJaluMa U
qyBamkbEeM TAJHOCTH Tojaraka canpxkanunx y U3UC-y, y ckiagy ca mponmucoM Koju ypehyje
JEeIMHCTBEHE METOJIOJIONIKE MPUHIIMIIE U cTaHaap/e 3a GpyHkiumonucame N3N C-a.

Ynag 12.

PauyHnapcka omnpema Kojy 3paBCTBEHa yCTaHOBA M/WJIM JPYTO MPAaBHO JIHMIIE KOPUCTHU 3a
JOCTaBJbambE MoJIaTaka u 3a npucTyn nogamuma y M3NC-y kopucTH ce u aIMIHHCTpUpPA IpemMa
cnyjeaehum mpaBuiInMMa:
1) mpexHa onpema mytem koje ce npuctyna U3UC-y dusnuku je ocurypana, a Gu3HIKu
U JIOTUYKH IIPUCTYTI oMOryheH je camo y IpUCYCTBY aJJMUHUCTPATOpa,

2) Ha pauyHapuMa y MPeXH HHCTAJIHMPAH j€ JTUICHIIMPAaH aHTUBUPYC COPTBEP 3a 3aIlITHUTY,

3) ymorpeba pajHe CTaHHUIIC je OPraHWYCHA U JI03BOJbABA CE CaMO JHIUMa KOja UMajy
NPETXO/HO JOJjeJbeHEe KPECeHIIN]jale - KOPUCHUYKO M€ ¥ JIO3MHKY, Y3 TPENOpYKY
Jla KOPUCHUK NIEPUOIUYHO MUjeHa JO3UHKY,

4) 3abpameHO je MPHUCTYIMamke WIK pajl Ha PaJHUM CTaHHIIAMa Mo TyhUM KOPUCHHUYKUM
UMEHOM U JIO3UHKOM,

5) HaKkOH 3aBpIIETKAa paTHOr BPEMEHAa KOPHCHHK aIUIMKallMje TMPOMKMCHO HAIMyIITa
aruIuKaIujy.

Yan 13.

Ogaj IlpaBwiHHK CTyma Ha CHary OCMOT JlaHa O] JaHa oOjaBibuBama y “‘CiykOeHOM
rnacHuKy Peny6inke Cpricke”.

Bpoj: B.n. mpencjennuka YmpaBHor og6opa
bama Jlyka Urop Buposuh,
JTUTUL. UHXKEHEP eNeKTPOTEXHUKE






